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through the U.S.

« Atarget's phone call, e-mail
or chat will take the
cheapest path, not the
physically most direct
path - you can't always
predict the path.
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communications could
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What Will You Receive in Collection
(Surveillance and Stored Comms)?
[t varies by provider. In general:

Current Providers

* E-mail
* Microsoft (Hotmail, etc.) : Cl_’a""id'”* voice
+ Google * Videos
+ Yahoo! " Thots

Stored data

* Facebook Volp
+ PalTalk File transfers
* YouTube Video Conferencing
* Skype + Notifications of target activity - logins, etc.
« AOL + Online Social Networking details
+ Apple + Special Requests

Complete list and details on PRISM web page:
(o PRISMFAA TOP SECRET/SI//ORCON/NOFORN
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\" s Dates When PRISM Collection A L\PRISM)
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PRISM Program Cost: ~
$20M per year
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Target Analyst inputs selectors into

_ Unified Targeting Tool (U
Survelllanc Pendlng Stored Comms

Special FISA Oversight and Processing

(SV4)
Stored Comms Review NValidation

S2 FAA Adjudicators in Each Product Line
Targeting ReviewValldation

Surveillance — W <€— Pending Stored Comms

Targeting and Mission Management (S343)
Final Targeting Review and Release

2 2
Unified Targeting Tool (UTT)

v y

PRINTAURA,; Site Selector
Distribution Manager

Swvaling b w<— Pending Stored Comms
FBI
Electronic Communications Survelllance Unit (ECSU)
Research & Validate NO USPERS
: Targeting <— Stored Comms Rele:

Providers ¢ Selectors A 4 ¢ - ——
(Google FBl FINVIALE,
’ ——>{ Data Intercept Technology Unit (DITU) [Z————2| NUCLEON,

Yahoo, etc_) Collection etc.
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PRISM Provider : y :

b Fixed trigraph, denotes Year CASN established :
P1: Microsoft PRISM source collection for selector Serial #
P2: Yahoo
e Content Type

3 A: Stored Comms (Search)

P5: PalTalk B: IM (chat)
P6: YouTube C: RTN-EDC (real-time notification of an e-mail event such as a login
P7: Skype or sent message)
P8: AOL D: RTN-IM (real-time notification of a chat login or logout event)
PA: Apple | E: E-Mail

F: VolP

G: Full (WebForum)

H: OSN Messaging (photos, wallposts, activity, etc.)

I: OSN Basic Subscriber Info

J: Videos

. (dot): Indicates multiple types

TOP SECRET/SI/V/ORCON/NOFORN



TOP SECRET/SI//ORCON//NOFORN T 1
O SR ‘. Hotmail st) (3' L-.'!ir'.' ‘fou

YAHOO' u AOL ©- mail &

assisy REPRISMFISA TIPS

(htps:

Crvmastis st - mRaal LT PO LGS COATIIMIZATION 2 Y0P MChIT, -ir,1l', CRE 3% S(H Oty

REPRISMFISA COUNTERTERRORISM

O o0 1

Clechk on the PRIGEA icon firsy
(o ihe s3] webpazel

PRISM ENTRIES
Lavt Lead o Apr 05, 2013 a2 1772 PA GMT

Cedh e 101a0 re<ored 48a1us, CLCk o 1S SLAR(H

lirs QUICK LINES Tre o form Delow o Ba 43 45 3 FEerto 1ee 500Dy bt o
recceds
_ e wehl od
~ Ere | . - L

SND 8Ol

-
-
e £ Togrd danis days
o P - LR L
I RRs EOED) COUAE o4 P T TS This, &
HEPRAMEISA s h AR R LTl -._ I -MAn
thie R PIDSA ‘|l A ILLP SE AT

AN

NTO3M THIM Prism Current Entries

Page ° sl 2% 2 20 Betedepar page) U o

L e e s BRI T A

| . (dot): Indicates multiple types

TOP SECRET//SI/ORCON//NOFORN



